Things are the core of the Internet of Things (IoT) and must be properly characterized according to the different functions they accomplish. Identifying their capabilities and combining them as sets provides a view on the single or joint properties of existing things and guide in properly designing and building new things while maximizing their potential benefits within an IoT system or application. Building on five essential but independent capabilities of things (Identification, Localization, Sensing, Actuation, and Processing), four categories or groups of things are defined. These groups comprise a particular view of the diversity of objects found in the IoT, as trackable, data, interactive, or smart objects. In this paper, a description of the aforementioned capabilities is presented, stating how each of the groups of objects includes them. Then, given that data are the most important assets for both organizations and individuals a further description of the data objects group is made, proposing a graphical categorization framework that thoroughly describes and measures the level in which each of these capabilities is contained and how it contributes to the performance and data properties of any data object.
I. INTRODUCTION
The Internet of Things (IoT) has been regarded as one of the disruptive technologies of the 21st century [1] . Many definitions have been proposed for the IoT, but, in a general manner, it can be described as the confluence of several technologies that allow providing Internet-based services and applications supported by electronic devices attached to physical things for acquiring data and controlling processes [2] .
The initial concern on the IoT was as a connection and communication point for physical objects able to obtain data from the environment but has recently changed to a more comprehensive approach where the focus is on the importance for organizations and individuals to gain access to those data and manage their connected objects for maximizing The associate editor coordinating the review of this manuscript and approving it for publication was Young Jin Chun .
profits. Projections on billions of connected devices creating and obtaining enormous amounts of data and facilitating the automated control and monitoring of processes drive an enhanced interest on the establishment of the IoT as a productive technology for different sectors, including industry, academia, and society.
An architectural view of the IoT helps understanding how these technologies are arranged and organized to make such services and applications available to end-users, enabling access to data and the information derived from these data. Just as is the case with the visions and definitions of the IoT, there are several architectures and reference models for the IoT that have been proposed either by research and interest groups [3] - [5] or derived from industrial developments [6] - [12] . Even though these architectures and reference models usually reflect the interests of specific groups, companies or consortiums, some similarities might be found, observing that they are usually organized into three common sections or layers: Objects or Things, Services, and Applications ( Fig. 1) .
Things are on the physical side of the architecture and include a variety of physical elements [13] . Some things are digital objects that can be tracked through space and time and contain the data history related to the specific object they represent [14] ; others are physical objects enhanced with small electronic devices allowing them to obtain data from the environment, process such data, temporarily store them, and send them to the Internet [15] - [17] . In some cases, they might act on the environment via embedded actuators, and there are objects that may also provide the user with ways to interact with an application, system, and even among different things [13] . Data obtained from such things are arguably the most important assets for organizations and individuals deploying IoT-based systems.
A thing must have networking capabilities to be a part of the IoT. Things may be designed with such capabilities and manufactured as Internet-ready objects; non-Internetenabled objects can be equipped with additional networking hardware; or things being part of an IoT system can connect to the Internet indirectly via additional objects that act as proxies when connecting them directly is not necessary, advisable, or possible [2] .
The middle section consists of services that are typically provided as cloud-based, where data are stored, processed, analyzed, aggregated, and means for accessing them are provided. While the different models and architectures consider software and hardware as important components of IoT, some of them imply a relevance of data-related services across the whole model [7] , [9] or highlight the importance of the data flows between sections [10] . As implied in [18] and [19] , new services are emerging and made available due to the increasing number of IoT connected devices and as the technology itself reaches a higher maturing stage. IoT applications performing complex data-intensive computations benefit the most from these services [18] .
In the Applications section, we find the end-user apps, either computer or mobile device based. They provide means for data visualization, reporting, analytics, things management and configuration, sending commands for actuation on things-side, and controlling things and systems behavior [6] , [8] - [12] . Applications allow users to interact with connected objects via services, taking advantage of enhanced data and information useful for decision making.
Between these sections there is a continuous exchange of data and information supported by a set of technologies that provide security, privacy, and availability to data, services, and applications. Things obtain data and act as providers for the services section, where data are processed and turned into usable information that users on the applications side can then transform into knowledge.
As both services and applications depend on the data and processes obtained and controlled on the things section, we consider important to properly characterize and describe things according to their capabilities and functions. This document presents a definition for groups of things based on such capabilities and elaborates on a framework for a specific group of things that are identified as Data Objects (DO).
One of the most comprehensive approaches on creating a framework for describing the components of the IoT was performed by the Cyber-Physical Systems Public Working Group (CPS PWG) [19] . Even though their aim is defining and shaping key characteristics of CPS, along with developing a shared understanding of CPS and its fundamental concepts and unique dimensions, the working group acknowledges an overlap between the CPS and IoT concepts, making this framework suitable also for IoT. Different scopes for the application of the framework are presented, from single devices to interconnected systems, having as a goal the description of interoperable architectures for systems of CPS by means of several concerns that are addressed by welldefined activities and artifacts within three views or facets, tied to specific application domains.
In [20] authors present a survey of 17 commercial frameworks and platforms designed for implementing and running applications in the IoT. They identify a framework as a set of guiding principles, standards, and protocols which enable the implementation of IoT applications, and find different framework categories as those aimed for home automation, Industrial Internet of Things, interoperability between applications, monitoring and managing connected devices, and others that target specific aspects of the IoT, or that are looking to provide supervision and guidance to the development of IoT technologies.
The framework we are describing offers insights for designers of IoT applications and systems, while being independent of the chosen platform or implementation framework and technologies. It focuses on the data activities and properties of the thing-side of the IoT, isolating the data aspects of data-producing things, and creating a graphical representation of their data properties and activities instead of listings of properties and activities. These graphs offer a quick view of the data-related capabilities of things and provide a data-footprint for each thing that can also be scoped to a system level.
The rest of the document is organized as follows. The things capabilities and object groups are defined in Section 2. Data objects are discussed in Section 3. The categorization framework is described in Section 4. A discussion on the impact of capability levels on data properties is presented in Section 5. Two use scenarios of the applicability of the framework are shown in Section 6. A brief discussion on the use of the framework is presented in Section 7. Finally, conclusions are outlined in Section 8.
II. THINGS CAPABILITIES AND OBJECT GROUPS
The importance of things as a key element in the IoT is evidenced by most definitions and interpretations of the technology. Things, also referred as smart objects, smart devices, or simply objects [15] - [17] , [21] , are regarded to as any machine, device, application, computer, virtual or physical object communicating through the Internet, which can create, request, consume, forward or have access to digital information [22] . These objects are commonly defined in terms of their physical, computing, sensing, actuating, and communications properties and characteristics [16] , [17] .
In [2] we identified the properties of things that were more frequently listed in the literature, abstracting them into five capabilities besides the essential Internet connectivity. These capabilities (Identification (IC), Localization (LC), Sensing (SC), Actuation (AC), and Processing (PC)) allow categorizing objects in the IoT according to what they can perform. Table 1 shows the description for the highest level of deployment of these capabilities, including some examples for each case. The first three capabilities {IC, LC, SC} refer to objects creating and providing data; {AC} is for objects that can act on the environment in response to collected data or instructions received from the Internet; the last one {PC} corresponds to a capability of transforming data that was obtained by the object using its sensors, or received from the Internet.
The Identification Capability (IC) refers to the identity of the thing. As implied before, there are different levels of identification, which might be associated with the specific needs of an IoT system or application or restricted by the available technologies for its implementation. In addition, IC can range from the complete object or system seen as a thing in the IoT (e.g. a car, a tree, or even a person) to the particular device enabling the object to become a part of the IoT (e.g. a microcontroller, a smart sensor, or an electronic tag). Initial IoT visions were based on the concept of being able to electronically tag and identify any object, anywhere at any time without the need of human intervention, linking them to the global Internet [23] , [24] .
A thing that needs to be located within a certain geographical space should implement LC. This capability is also important when objects are not fixed to a physical location and need to be tracked while they are moving from one place to another.
An object with sensing capabilities (SC) can obtain one or several types of physical data and transmit it through an Internet connection, either raw or pre-processed if the object also has processing capabilities (PC) that allow selecting or transforming data. Sensed data may range from simple measures like temperature or pressure, to more complex representations of physical phenomena as sound, pictures, or even video which are provided to an IoT system as either structured or unstructured data. Data can also be obtained from the object itself, i.e. battery level, internal temperature, current task progress, or whether a certain object is turned on or off. Therefore, SC refers to an object ability to sense data from their environment, measure internal properties, or both.
Finally, the Actuation Capability (AC) is essential for things that modify properties of their surrounding environment or control processes as part of an IoT system. This capability is typically implemented by means of actuation devices as motors or valves and heavily used in IoT-based automation applications and systems.
To be included as part of the IoT a thing must implement at least one of {IC, LC, SC, AC}, as represented in the shaded area of the Euler diagram in Fig. 2 . While PC enhances any of the other capabilities, it does not provide a computational device with characteristics that differentiate it from a general-purpose computer, thus a device that only has this capability but none of the others is not seen as a thing in the IoT. Capabilities can be combined in several ways depending on the requirements of the IoT application they are designed for, shaping different types of objects according to each subset of capabilities [2] . The connectivity requirement may be a part of the object or provided by an additional object acting as a gateway. This is the case for the original FIGURE 2. Visualization of the capabilities of things in the IoT as sets [2] .
things that the IoT was devised to integrate, i.e. electronic tags attached to objects, that would be read by another object allowing to identify them at any time and communicate data through the Internet [23] , [25] , also referred as Tagged Things and deemed as the first generation of IoT solutions [26] , and more recently exploited by the use of fog computing platforms [27] .
As described in a non-exhaustive manner in [2] , different combinations of capabilities result in several subsets for things in the IoT. One of such is what we identified as DO whose characteristics are thoroughly described in the next section.
III. DATA OBJECTS
DO consist of any object that has either identification or sensing capabilities, or both, as shown in the shaded area of Fig. 3 . These objects can get data from the environment by means of embedded or attached sensors, or internal data from their current state, properties or identity.
DO can produce data either from sensors, their current properties or state, or provide some type of data that allows identifying the object [2] . The first two cases indicate obtaining variable data, while the latter is about constant values that may be specific to the object, useful for identifying it from related registries stored in cloud repositories and accessible to applications.
Implementing SC allows a DO to obtain variable data through sensors. These are devices needed to measure signals and parameters of an engineering system and its environment [28] , forming the front end of the IoT devices [29] . Equipping a physical object with sensors allows the object to interact with the environment as a human does by means of the five senses. In addition, the object properties or state refer to internal parameters of the object.
The other capability of DO is IC. The identity of the thing is the most basic type of data that can be obtained. This is a set of constant values leading to different levels of identification of an object (e.g. type or class of object, brand, model, serial number).
As additional capabilities are added to a DO and as these are deployed at a higher level, things become more complex and so does the type of data that can be obtained from them. For instance, if the location capability (LC) is added to an already identifiable object (i.e., the intersection of IC and LC) makes what we have called Trackable Objects (TO). TO are mobile things that can be identified and are aware of their physical location [2] . In other words, TO are DO that can go from one place to another and be identified and physically located by a requesting IoT service or application. Even though location of a thing is actually data being measured by a location sensor, objects that only produce this type of data were not included as part of the DO set, as it would indicate the existence of an object at a specified physical location, but no extra information could be inferred and used, or actions be taken on the object. The capability is presented separate from SC, as the type of data measured is very specific to the location of an object, while in SC the number of sensors and type of physical parameters that can be read are numerous and can grow as new types of sensors are created.
By inspecting the diagram in Fig. 3 , there are 22 possible combinations or subsets of capabilities within the DO set. TO subset is one of them, but they can range from the simple identifiable objects to fully interactive and data processing smart objects. However, two objects possessing a given capability not necessarily are capable of sensing, processing and providing the same type of data, as technical restrictions, or even the needs of the system or application where each object is embedded require different levels of deployment for each capability. Thus, categorizing and describing a DO is not just dependent on the capabilities the object possesses, but also on the extent that each capability is used by the object.
The diagram in Fig. 3 also shows that some data objects can have AC in addition to their data collection, creation, and transformation capabilities. However, as AC does not directly provide, create, or act on the data provided by the object, it is not included in any further description or discussion about DO, even though some DO may have the capability of acting on the environment.
Taking this into account, we propose a categorizing framework for DO based on the level of deployment of their capabilities, which is described in the next section. This framework is mostly of a graphical nature, allowing the creation of data footprints for objects in the IoT that provide designers and users a descriptive view of the type and volume of data a DO provides per unit of time. Additional constraints should be considered when involving time, as the processing and measuring limits of the object and each of its sensors, as well as the requirements of the IoT application and the capacities of the network result in different types of data streams that must be either processed or transmitted to a cloud service following approaches suitable for real-time and timecritical systems as the ones described in [30] , [31] . These considerations are currently beyond the scope of the framework but will be incorporated after a thorough validation is made.
IV. CATEGORIZATION FRAMEWORK FOR DATA OBJECTS
Identifying the subset of capabilities of any single DO provides a high-level description of the object and a basic view of what can be attained by the object itself as well as its functional contributions in the context of an IoT system [32] . For instance, stating that a DO has SC indicates it is able to measure one or more parameters from the environment, either internal or external, but does not provide any details on the specific type of data the object can sense and provide, and the same situation applies for any of the data producing capabilities {IC, LC, SC, PC}. To create a richer description and understanding of the DO, we propose a graphical categorization framework that provides an extended representation showing the level of implementation for each capability and their individual and collective effects on the object's contributions to an IoT system in terms of data.
The graphical categorization framework for DO consists of a qualitative 4-axis radar chart, with three discrete levels for each of the axes. One axis is used for each of the data-producing capabilities in a DO with three data-related features for measuring these capabilities. Fig. 4 presents a general view of the features and defines a first level of identification of data and data activities in DO. This chart is completed by measuring or specifying each capability individually from the specific activities or properties they provide to the object and then arranging them to create a unified view of a DO and a more precise specification of the data that can be acquired from it.
On the IC axis, three levels of identification are proposed for an object as category, type or class, and unique ID, being the latest the most precise and including the previous levels. A brief description and examples of identification are presented in Table 2 . Either IC or SC are required capabilities for DO, with the simplest DO having only a basic level of identification indicating an object's presence in the Internet, like a beacon; non-identifiable DO are also a possibility for IoT systems that gather sensor data but do not need to identify the source, or the identity is implicit in the system.
Likewise, three levels are defined for the LC axis according to the type of data the object can provide in order to know its precise location. Different from identification data, location data are dependent on different conditions from the environment, location technology, characteristics of the object, and needs of the IoT system that impact on its accuracy and volume. A description of the levels is presented in Table 3 , along with examples of typical implementations. Most accurate technologies for location are based on Global Navigation Satellite System (GNSS), being the Global Positioning System (GPS) the most common implementation of them. An extensive description and analysis of location technologies is presented in [33] .
The SC axis helps in characterizing the type and amount of data provided by the object (Table 4 ). A DO with SC constitutes the basic element for an IoT system that monitors conditions on the physical side of the system: a DO can provide internal data like its current properties or state, external data obtained with a single sensor, or contain multiple sensors that collect several types of data.
The PC axis states what a DO is capable of doing with the data before sending it to the Internet, ranging from data cleaning to integration and formatting ( Table 5 ). If a DO does not have PC it will send raw data to the IoT system. Most advanced data activities might combine data obtained from multiple sensors or even from multiple DO to create readyto-use datasets that will be provided to the services layer for processing. The goal of having PC in a DO is to increase the ratio of usable data that are sent to the IoT system. Data compression algorithms can also aid in reducing the volume of data transmitted, at expenses of more processing power and latency in transmission of data.
The technology requirements for constructing new things are closely related to the data they are aimed to create or obtain; the type and characteristics of these data can be inferred from the visualizations created by identifying or defining the level of deployment for each capability in a DO and tracing them on a chart. Furthermore, this level has an impact on data properties that should be taken into account as it also influences the performance of an IoT system. The following section complements the description of the framework by elaborating on the effects that capability levels have on data properties.
V. IMPACT OF CAPABILITY LEVELS ON DATA PROPERTIES
A more detailed view of the level of contribution of each capability is presented in Fig. 5 . Every axis is labeled according to a data-related property of the object that is improved as the level of contribution of that capability increases, along with a general description of the types of data the object can provide. In addition, and as a result of those contributions, each capability impacts on a different level the quality, volume and confidence of generated data ( Table 6) .
A higher level in the IC axis implies an increased trustability on the data and the object itself. In other words, as more certain an IoT system is on a data provider's identity, there is a higher confidence in both the data and the system performance. Trusting the provider and the data is of special importance when an IoT system contains several DO and data-derived decisions are important not only at system-level but also as individual or node-level. An example of the first type is the air pollution monitoring and forecasting system presented in [34] , where data from all the sensors in the system are used to feed a neural network. In [35] a similar system is described, but data are processed and results displayed to users for each of the monitoring nodes, making it necessary for the system to uniquely identify each node.
Moving ahead in the LC axis accounts for better location accuracy of an object. At the lowest level, objects that are not permanently connected to the Internet can be located using their last location reported or within the coverage area of a local network. An object able to provide geographical data can be located within the availability and accuracy of GPS. A higher rate of positioning data leads toward real time location of the DO, which is important when objects change location continuously, with the drawback that the amount of data generated grows as the update frequency increases.
The SC axis describes the sentience of the DO with respect to its surrounding environment. A non-sentient object will only provide internally generated data that help monitoring the object's state and performance-related parameters. As sensors are added to an object it becomes sentient of the environment, being able to measure its properties and gather data. With more sensors, multiple properties can be measured, making the object more sentient of different types of data and increasing the volume of collected data.
The PC axis defines the smartness of a DO as it provides the object with means to act on received or collected data. Smartness increases as the object advances from executing basic data tasks to complex data processing algorithms, though this implies more resources needed for processing. As the devices embedded on physical things are usually resource constrained and typically running on batteries, it is advisable to limit the data processing to basic tasks and relying on edge, fog, or cloud processing for more complex activities. However, with smaller, energy-efficient and more powerful devices being developed and made available for the IoT, DO will be able to execute that type of activities and create better data.
Based on this framework, it is possible to categorize any existing DO in the IoT and establish a general notion of the complexity of these and new objects from early design stages of an IoT system. This complexity can be observed graphically by moving clockwise in the chart, starting from the IC axis, i.e. IC properties are less complex to include on a DO than PC properties (Fig. 6) , as an electronic tag is enough to identify the object, but in order to clean or filter data the object needs an embedded processor and memory resources. Following this same path but also moving up gradually on each of the axis would describe a spiral of complexity for DO, with more complete, capable, and complex objects away from the origin of the chart.
Summing up the previously discussed considerations, several categories for DO are realizable as the combination of deployment of capability levels and their combined contribution to data quality, volume, and confidence allows. General categories could be set as Data intensive objects, Trusted objects, and Ready-to-use data objects (Fig. 7) , by taking the description of capabilities impact on data. These categories can be joint when a DO incorporates high levels of deployment of its capabilities that would cover more than one category, and sub-categories could also be defined based on lower levels of deployment.
Rather than providing a comprehensive listing of categories, the recommendation is to use the framework in a graphical manner, categorizing the DO according to the shaded area in the radar chart. Objects belonging to any of the proposed categories would cover the shaded areas shown in the charts of Fig. 7 . High levels of SC and LC are present in Data intensive objects which are common in personal health devices or environmental monitors; IC is high while LC and PC can range from medium to low levels in Trusted objects, as usually observed in security devices; Ready-touse DO have strong PC with mid to high levels of SC and LC, as found in devices that integrate some type of biometric recognition or authentication.
VI. APPLICABILITY OF THE FRAMEWORK
The applicability of the framework is exemplified with a fictitious vehicle-related scenario and the characterization of an existing commercial IoT air quality monitor [36] . In both cases the radar charts specify the level of implementation of each capability and an assessment on the DO categories is inferred from the resulting shape.
To create these shapes either the documentation of an existing DO, the object itself if documentation is not available, or the requirements for a new DO are examined to extract the characteristics of their data capabilities. According to these characteristics and the object features, the level of deployment of each of its capabilities is classified as Basic, Intermediate, or Advanced, using as a reference the levels described in Tables 2 to 5 Table is proposed as an aid in recording the estimated or required level of implementation for each capability. The assigned levels are then graphed into a radar chart, obtaining a categorization shape for the DO. Fig. 8 outlines the suggested steps to create the categorization shapes from the areas covered in the radar graph.
. A Data Capabilities Description
A description of a mid-complexity DO with high data volume generation and class-level identification is presented by means of a scenario where several vehicles provide temperature readings and report their locations in real time as part of an IoT system. In the system, vehicles would act as the things providing data, or data objects, equipped with sensors for location and temperature, and an embedded processor for basic data tasks. The specific example shows the vehicle identified by its type, providing real time positioning data and temperature recorded by the sensor. The embedded processor performs outlier detection and removal on the sensor data, improving the quality of the data and limiting the transmission of unusable data.
In this case, the framework is used to categorize things at object-level, i.e. vehicles as DO independent of the contribution that multiple objects have as a system. From the description or requirements of the system, a summary of the categorization criteria is extracted and recorded into the description table by making an estimate of the projected implementation of each capability in the DO (Table 7 ). Next, the chart shown in Fig. 4 is completed by placing a mark on each axis indicating the implementation level, and then joining the marks to create the shape. The shaded area in the chart of Fig. 9 covers a large portion of the suggested area for a data intensive object and also has elements to provide a high degree of confidence to the data in the ways a Trusted object is proposed (Fig. 7) .
As stated before, the framework can be used to categorize existing IoT objects. To illustrate this feature, we selected an IoT device for the smart homes market and, by means of the properties and capabilities listed by the manufacturer [36] summarized in terms of capabilities in Table 8 , obtained the shaded area shown in Fig. 10 . This chart belongs to a Bitfinder Awair air quality monitor, which is a device that senses temperature, humidity, CO 2 , chemicals, and small dust particles (PM2) present in the air, providing the user with a real time view of air quality in the area where the device is located. The monitor has direct Internet connection via WiFi and is linked to a user account and identified by a name assigned by the user; the Awair cloud services collect network data to provide location-specific insights on the environment, while specific indoors location data is provided by the user at setup-time. A proprietary app is used to setup the device, user preferences, and to connect to the cloud services in order to see historical data and suggest the user with air quality improvement actions based on collected data.
The resulting chart covers the areas proposed for trusted and data intensive objects. The device can be identified as a mid to high complexity DO as it obtains several types of data and performs transformation tasks on the data to increase privacy and security. In addition, the monitor has actuation capabilities to generate a visual feedback to the user and push notifications that are received and shown by the app.
VII. DISCUSSION
The framework was applied to a pair of IoT devices, one of them in a fictitious system and the other a commercial IoT air quality monitor. By means of these examples the procedure for using the framework is presented, and an interpretation of the resulting shapes in terms of complexity is also provided.
One of the main benefits of this framework is that its graphical nature allows to easily read the level of deployment of each capability within a DO, categorize it from the combination of such levels, and infer the complexity of the object. Once the Data Capability Description Table is completed, creating the graphs is also a streamline process, given that the information of the objects is available or can be obtained. For new objects this information should be part of requirement specification and design documents, but for existing objects has to be extracted and inferred from technical documents, user manuals, support forums, or websites.
The scope of application and expected use is different for both cases. Categorizing and characterizing a DO in terms of data since early design stages may guide in the selection of hardware and software tools and platforms that best fit the object and the system containing it. For existing objects, it delivers an outline of the data and types of data created by the object that, besides categorization, can be used for evaluating its performance, or to compare and aid in choosing between devices for a specific application from a data perspective. Several categories can be proposed for DO, but the recommendation is to adhere to the graphical nature of the framework and use the shaded areas in radar charts to visualize and infer object properties from a few general categories.
The framework is independent on the specific technologies and application domains. A slight exception is the LC axis, which is described around network and GPS location technologies that are the most widespread among GNSS technologies. However, technologies where recent and future advances have been achieved, especially in indoor location, may be effortlessly swapped into the framework. In addition, the number of levels in each axis can be modified, providing flexibility to the framework in order to adapt to specific needs of an IoT system, creating more detailed views of the DO structure, features, and properties.
VIII. CONCLUSION AND FUTURE WORK
The things-side is the part of the IoT that draws the main attention, as there is where objects are identified and tracked, data is collected, processes controlled, and the main expected benefits observed. Regardless of the size of the projected system or application, understanding the Things component of an IoT architecture provides clear insights on the type of devices, communication protocols, data-related tools and techniques, as well as how both user and thing-side applications would allow interaction with the whole IoT system.
Using sets of capabilities to describe different types of things or objects results in visual representations that offer a quick glimpse of the actions an object can perform and the types of data it can provide. One of the sets we find of bigger relevance is Data Objects (DO), given that it assembles capabilities that enable objects to gather data either from the environment or the object itself and send it to cloud-based services for processing, storage, and made available to enduser apps.
These capabilities can be deployed at different levels, describing data objects with common characteristics that we categorize by means of a graphical framework, setting a fouraxis radar chart where each axis is assigned to one of the datarelated capabilities. A capability-contribution diagram helped with observing how each capability contributes to enhance a DO trustability, location accuracy, sentience, and smartness. This diagram also allows to observe and infer the technological needs and requirements of the DO. Capabilities also impact data properties like quality, volume, and confidence, that are important parameters for the IoT system containing the DO.
When capabilities are seen as a whole, they have a combined effect on the DO and its data in both a qualitative and quantitative way. The framework aids in visualizing and describing this effect, along with the general properties of data provided by a DO, and the complexity for realizing the object.
The framework has the capability of allowing IoT solution designers and providers understand the scope and outcomes of both IoT products and projects. It can be used to categorize both existing objects and new objects before they are constructed, which is where designers would benefit most from it.
Further validation of the framework is needed and will be performed by identifying and choosing a representative set of existing DO in the IoT to obtain their categorization shapes. Iterating on this process with different DO will confirm the universality of the framework or guide in making adjustments to include missing features. Once fully validation is achieved, time-related properties can be incorporated to produce dynamic views of how a DO provides and processes data, which will result in enhanced representations of the capabilities of the DO. In addition, we consider important to model how data provided by DO flows through the sections or layers of the IoT in order to create information and knowledge. Finally, establishment of quantitative measures and scales to relate the level of implementation of data-related capabilities in a DO to its complexity, is in an early stage of development.
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